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Quantum Networks Fault Injection
Undergraduate Research Assistant

As hybrid quantum-classical systems expand across high-performance computing networks,
hardware failure modes and silent security bottlenecks present major reliability challenges. Building
on our QFabric quantum-network emulation platform for BB84 quantum key distribution (QKD), this
project scales empirical fault injection from the FABRIC testbed to production-grade hybrid QKD-
PQC deployments spanning 29 US sites and international links. We will deploy agentic Al to model
propagation paths of faults, detect cross-layer anomalies across the classical, quantum, and
detector channels, and evaluate the security of large distributed encryption workloads.

A qualified Physics, Computer Science, Math, Statistics, or Systems student will evaluate large-
scale network and quantum telemetry from FABRIC and apply agentic reasoning to diagnose
complex QKD failures under real-world conditions. The team is led by Dr. Phuong Cao at the
National Center for Supercomputing Applications (NCSA) in collaboration with DEPEND group at
ECE/CSL.

Role: Collect QKD execution traces and network telemetry on FABRIC, build agentic orchestrators
for multi-layer fault injection (latency, jitter, packet loss, attenuation, and silent data corruption), and
quantify reliability anomalies across large distributed quantum network runs.

Skills: Strong programming background (e.g., Python, C++) and familiarity with Linux networking
are required. Experience with cryptography, quantum networks (e.g., BB84, QKD), network
emulation (tc-netem, FABRIC), or agentic frameworks is preferred.

Benefits: Independent study course credit; co-authorship on systems and security
publications; direct access to the FABRIC testbed and NCSA compute allocations and other
supercomputers, unlimited (fair-use) of large-scale language model tokens — both frontier
and self-hosted trillion parameter LLMs. Previous students have successfully transitioned
into SpaceX (xAl), Meta, Microsoft Al, Google DeepMind, etc., to continue the collaboration.

Apply: go.illinois.edu/job-gkd
About the project & team: Phuong Cao | hitps://go.illinois.edu/phuong-cao

Key Rate vs Packet Loss
Input: Fault parameter space: QBER vs Packet Loss (per-photon — hides time-based collapse)
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Classical: packet loss 13%

Quantum: attenuation 0.3 dB/km

Simultaneous injection:
Classical (latency 100 ms) + Quantum
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